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Die Informationen in dieser Präsentation sind vertraulich und urheberrechtlich geschützt und dürfen nicht ohne Genehmigung 

von SAP offengelegt werden. Diese Präsentation unterliegt weder Ihrem Lizenzvertrag noch einer anderen Service- oder 

Subskriptionsvereinbarung mit SAP. SAP ist in keiner Weise verpflichtet, in dieser Präsentation oder einem dazugehörigen 

Dokument dargestellte Geschäftsabläufe zu verfolgen oder hierin wiedergegebene Funktionen zu entwickeln oder zu 

veröffentlichen.

Diese Präsentation oder jedes dazugehörige Dokument über die Strategie von SAP und mögliche zukünftige Entwicklungen, 

Ausrichtungen und Funktionen von Produkten und/oder Plattformen kann von SAP jederzeit aus beliebigen Gründen ohne 

vorherige Ankündigung geändert werden. Die Informationen in dieser Präsentation stellen keinerlei Zusage, Versprechen oder 

rechtliche Verpflichtung zur Auslieferung von Materialien, Code oder Funktionen dar. Diese Präsentation wird ohne jegliche 

Gewähr, weder ausdrücklich noch stillschweigend, bereitgestellt. Dies gilt insbesondere, hinsichtlich der Gewährleistung der 

Marktgängigkeit und der Eignung für einen bestimmten Zweck sowie für die Gewährleistung der Nichtverletzung geltenden 

Rechts. Diese Präsentation dient zu Informationszwecken und darf nicht in einen Vertrag eingebunden werden. SAP 

übernimmt keine Verantwortung für Fehler oder Unvollständigkeiten in dieser Präsentation, es sei denn, solche Schäden 

wurden von SAP vorsätzlich oder grob fahrlässig verursacht. Sämtliche vorausschauenden Aussagen unterliegen 

verschiedenen Risiken und Unsicherheiten, durch die die tatsächlichen Ergebnisse von den Erwartungen abweichen können.

Die vorausschauenden Aussagen geben die Sicht zu dem Zeitpunkt wieder, zu dem sie getätigt wurden. Dem Leser wird 

empfohlen, diesen Aussagen kein übertriebenes Vertrauen zu schenken und sich bei Kaufentscheidungen nicht auf sie zu 

stützen.

Disclaimer
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Questions of the Current Days

Shall I use ILM to

• speed up my S/4HANA migration?

• reduce the amount of data relevant for the S/4HANA migration?

• sleep well considering retention-related-legislations relevant for my 

company?

• contribute to Green IT?
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Agenda

• What is ILM?

• Migrating Archived Data with SAP RISE

• Legal Case Management 

• Define ILM Retention (and Residence) Periods

• Data Destruction with ILM

• Blocking of person related data (GDPR)



What is ILM?  
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Information Lifecycle Management 

(ILM)

Manage Residence Rules (enables you to block or archive data)Manage Retention Rules (enables you to destroy data)

Archive Data (TCO)

Block Person Related Data (Compliance)

System Decommissioning (aka Retention Warehouse)

Data Destruction (based on Retention Rules)

Legal Case Management (enables you to prevent  data destruction in case of Legal Hold (e. g. a trial))

…



Migrating Archived Data with SAP RISE
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In the context of RISE you might evaluate whether:

• continued operation of the legacy system environment (archive system included) until the end of 

the retention periods of the data stored in your legacy system (e. g. SAP Business Suite) is more 

cost-effective than 

• a migration of the data of the legacy system (archived data included) into the SAP S/4HANA 

system.

• In general, it is possible to archive the data in the legacy system and then display it in the new system.. 

We will now discuss the first option in details.

Migration into SAP S/4HANA or continued operation of legacy system 
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In case of a migration, data will be migrated from the legacy system (e. g. SAP Business Suite) to 

S/4HANA Private Cloud or On-Premise selectively. 

Selective data migration (transition) can mean both:

• time slice for data selection (for example only data from the current and the last 2 years) as well as 

• changes to customizing and / or master data. 

Those changes can for example result from:

• company codes merges / deletion

• some material master records which shall not be migrated

• some customer / vendor master records which shall not be migrated

Those changes can affect both archived as well as not archived data. 

Our DMLT (Data Management and Landscape Transformation) team supports you in adjusting your 

data accordingly. 

What to consider when migrating data
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In the context of RISE, additionally, you might decide for:

• a new S/4HANA Private Cloud or On-Premise system (with a new system id /client number). This 

means your legacy system will not be upgraded to S/4HANA

• and / or a new storage system to be connected to this S/4HANA Private Cloud or On-Premise 

system. This means you wish to move (some) archive files to this new storage system

Our DMLT (Data Management and Landscape Transformation) team also supports you in adjusting 

already archived data (i.e. already existing archive files) accordingly. 

Technically this means in adjusting the system id / client number stored in:

• the management data (meta data – tables like ADMI_RUN) of the archive files and 

• the archive file itself. 

What to consider when migrating archived data 
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Depending on your S/4HANA migration scenario, to allow the new S/4HANA Private Cloud or On-

Premise system to access data, which was archived in legacy systems it requires to:

1. Migrate only management data (meta data) of the archive files 

2. Migrate only archive files   

3. Migrate both management data (meta data) and archive files

We will now discuss those 3 scenarios in details.

3 possible migration scenarios for archive files
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It can be sufficient to only migrate management data (meta data) and allow the new S/4HANA Private 

Cloud or On-Premise system to access already archived data, if:

• Your S/4HANA Private Cloud or On-Premise is a new system (with a new system id (SYSID)) and

• Your existing storage system can be connected to and supported by S/4HANA Private Cloud or On-

Premise system

In this case, management data (meta data) can be migrated via DMLT (Data Management and 

Landscape Transformation) consulting team and tools.  

We will discuss now, what it means in detail.

Scenario 1: Migrating only management data (meta data) of the 

archive files 
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A look at an archive file in a Hex editor (e.g. via ta. AS_AFB – Archive 

File Browser)

system id (SYSID) 

client number (CLNT) 

archiving object
archiving run
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Please keep in mind, that at the beginning of both ILM-enabled and not enabled archive files the 

system id and client in which they were created is stored. 

The client number stored in the archive file must match the client number from which the archive file 

is accessed. In other words:

• If your new S/4HANA system has not only a new system id (SYSID) but also new client number 

(CLNT) those DMLT tools will adjust your archive files as access to them is not possible if both the 

SYSID and CLNT change. 

• If only SYSID changes the files can be accessed. 

The above adjustments to your archive files created in the legacy system must be performed as well in 

case that the files: 

• are not ILM enabled (are classical archive files),

• are ILM enabled (have the end of retention period attached to them).

Scenario 1: Migrating only management data of the archive files 
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A look at an ILM enabled archive file (ta. SARA – Archive Administration)
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If your archive files, which were created in the legacy system, are ILM enabled:

• From what we currently know, the above adjustments don´t have to be also performed in the 

administrative data of the ILM certified storage system, as this data doesn´t store the system id / 

client.  

• In case an ILM certified storage system would store the system id / client,  the above adjustments 

would have to be performed also in the administrative data of the ILM certified storage system.

Scenario 1: Migrating only management data of the archive files –

Are additional adjustments for ILM enabled files needed? 
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It can be sufficient to only migrate archive files, if:

• A new storage system needs to be connected to S/4HANA Private Cloud or On-Premise system and

• Your legacy system remains in the landscape and will be upgraded to S/4HANA Private Cloud or 

On-Premise and will be connected to the new storage system

You might have this scenario e.g. if your legacy archive storage system is not ILM certified but you wish 

to have an ILM certified archive storage system for your S/4HANA Private Cloud or On-Premise system.

In this scenario the archive files meta data is already existing in the S/4HANAN system. 

With the help of the DMLT (Data Management and Landscape Transformation) consulting tools the 

status of the files will be modified (set to not-stored) to allow their re-storing to the new storage. (The 

files have to be retrieved before, so that they are again accessible locally.)

Your archive files, which were created in the legacy systems, can be both ILM enabled and not ILM 

enabled in this scenario.

Scenario 2: Migrating only archive files
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Scenario 2: Migrating only archive files – Retrieving files to be 

accessible locally
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Retrieving files to be accessible locally – before and after retrieval
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It is needed to migrate both management data (meta data) and archive files if:

• Your S/4HANA Private Cloud or On-Premise is a new system (with a new system id (SYSID))

• A new storage system needs to be connected to this S/4HANA Private Cloud or On-Premise system 

The procedure is as described in the previous slides, as it combines scenario 1 and 2.

Scenario 3: Migrating both management data and archive files
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Additional information for all scenarios: Two ways to convert files to ILM

Please note that after the migration of the archive files, in case they are not yet ILM enabled, but ILM 

is wished, the files can be:

- converted to ILM as shown below and 

- stored in an ILM certified storage system as shown on the next slide. 
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Additional information for all scenarios: Storing files in an ILM certified 

storage system



23Public

You can contact the DMLT team via:

▪ email: sap_dmlt_gce@sap.com

▪ or http://support.sap.com/dm&lt

See also:

▪ note 3637984 - How S/4HANA upgrade affects ADK and the archiving process

DMLT (Data Management and Landscape Transformation)

mailto:sap_dmlt_gce@sap.com
http://support.sap.com/dm&lt
https://me.sap.com/notes/3637984/en-US


Legal Case Management
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Information Lifecycle Management 

(ILM)

Manage Residence Rules (enables you to block or archive data)Manage Retention Rules (enables you to destroy data)

Archive Data (TCO)

Block Person Related Data (Compliance)

System Decommissioning (aka Retention Warehouse)

Data Destruction (based on Retention Rules)

Legal Case Management (enables you to prevent  data destruction in case of Legal Hold (e. g. a trial))

…
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Legal Case Management – Creation in transaction ILM_LHM 
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Legal Hold

Maximum

Minimum

Legal Case Management – Results in transaction ILM_DESTRUCTION



Before you use ILM functions (Data Destruction, 

Archiving under ILM control …) – Define ILM 

Retention / Residence) Periods
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Information Lifecycle Management 

(ILM)

Manage Residence Rules (enables you to block or archive data)Manage Retention Rules (enables you to destroy data)

Archive Data (TCO)

Block Person Related Data (Compliance)

System Decommissioning (aka Retention Warehouse)

Data Destruction (based on Retention Rules)

Legal Case Management (enables you to prevent  data destruction in case of Legal Hold (e. g. a trial))

…
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Define your Retention Periods 1/3

1. Assign the ILM object connected to the archiving or 

destruction object you wish to use, to at least 1 audit area 

for retention rules in transaction ILMARA.
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Define your Retention Periods  2/3

2. Create policy for the retention rules in 

transaction IRMPOL.
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Define your Retention Periods  3/3

3. Define corresponding retention rules 

for this policy in transaction IRMPOL.



Data Destruction with ILM 
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Information Lifecycle Management 

(ILM)

Manage Residence Rules (enables you to block or archive data)Manage Retention Rules (enables you to destroy data)

Archive Data (TCO)

Block Person Related Data (Compliance)

System Decommissioning (aka Retention Warehouse)

Data Destruction (based on Retention Rules)

Legal Case Management (enables you to prevent  data destruction in case of Legal Hold (e. g. a trial))

…



Data Destruction with ILM 

Is possible for all 3 Types of Data (Transaction Data, 

Master Data, Attachments)



Data Destruction with ILM –

Shall I use an archiving or data destruction 

Object? What is the difference?
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Archiving Object

ILM Object

Data Destruction Object
Transaction SARA

→ Use case: 

- archive data or 

- destroy data from the data base (by 

creating a “temporary archive file”) 

using the ILM Action Data Destruction

of the archive write program

Transaction ILM_DESTRUCTION 

→ Use case: destroy data from the database

Transactions IRMPOL, ILMARA

→ Audit areas, retention policies with rules



Data Destruction with ILM

In case you already archived data under 

control of ILM and the retention period of 

the archive file expired
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A look at an ILM enabled archive file (ta. SARA – Archive Administration)
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Legal Hold

Maximum

Minimum

Destruction of archived data – Overview
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drag & drop

Destruction of archived data – Create a destruction worklist
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Destruction of archived data – Schedule a destruction job



Data Destruction with ILM 

Did you already archive data without ILM?
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Would ILM Conversion help you? 

Assumption: you would like to 

convert archive files created w/o ILM 

in the past to ILM-enabled (sorted 

and with retention period equipped) 

archive files as only those can be 

destroyed via ta: ILM_DESTRUCTION.
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Use ILM Conversion

Two ways to start the ILM conversion



Data Destruction from data base with ILM 

In case SAP offers an archiving object for 

the data in question
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Destruction of data in the database (transaction SARA)

using the ILM action Data Destruction of the archiving object 
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You reach the same functionality also from transaction ILM_DESTRUCTION
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Special Business Need: Destruction of not needed WORKITEMs from the 

database using ILM action Data Destruction of the archiving object   &

archiving of needed WORKITEMs into a Content Repository (instead of a 

certified ILM Store)?    
Please note: this and the following 3 slides were created 

based on a customer request during SAPSA impuls 2025. 

Therefore, in order to quickly proof the fusibility of this 

solution instead of the ILM object WORKITEM, the object 

FLIGHT_BOOKING was used
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Part 1: Destruction of not needed WORKITEMs from the database using 

ILM action Data Destruction of the archiving object

The advantage of this solution is, that 

as the data will be destroyed no 

Archive Infosystem index will be 

created. 

It would be the case if you don´t use 

ILM at all, archive those not needed 

workitems classically and try to delete 

the files from the operating system 

afterwards + use the archiving object 

BC_ARCHIVE to remove the 

administrative entries form the ta. 

SARA.
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Part 2: archiving of needed WORKITEMs into a Content Repository 

(instead of a certified ILM Store) 
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As the file is not stored in an ILM certified system (but in a content 

repository), its destruction is not possible in ta. ILM_DESTRUCTION



Data Destruction from data base with ILM 

In case SAP offers a data destruction object 

for the data in question
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A business object with data that is 

subject to retention requirements 

offers an archiving or data 

destruction object – The decision 

depends on the expected data 

volume.

Destruction of data in the database using a data destruction object 

(transaction ILM_DESTRUCTION) 
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Destruction of data in the database using a data destruction object –

examples of data destruction objects



Blocking of person related data (GDPR)
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Information Lifecycle Management 

(ILM)

Manage Residence Rules (enables you to block or archive data)Manage Retention Rules (enables you to destroy data)

Archive Data (TCO)

Block Person Related Data (Compliance)

System Decommissioning (aka Retention Warehouse)

Data Destruction (based on Retention Rules)

Legal Case Management (enables you to prevent  data destruction in case of Legal Hold (e. g. a trial))

…
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Blocking of person related data (GDPR)
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Blocking of person related data (GDPR) – in transaction data

• As soon as you activate the ILM_BLOCKING business function, 
transaction IRMPOL offers you the new Authorization Group 
column.

• In addition to the authorization object S_ARCHIVE, users need 
to have the rights for the Authorization Group entered in this 
column if they want to access archived data.
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Blocking of person related data (GDPR) – in master data
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Blocking of person related data (GDPR) in master data – preparations 1
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Blocking of person related data (GDPR) in master data – preparations 2
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Blocking of person related data (GDPR) in master data – preparations 3



Summary
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• Use ILM data destruction
• to ensure that retention relevant data of your company is not kept longer than the 

retention period enforced by the law (e.g. tax or product liability law).
• … especially not longer than the maximum retention period (e. g. for refused job 

applications).
• Use ILM data archiving for older, less frequently used data to save data base space.
• Define your retention policies in ILM as one of the prerequisites for the above destruction 

and archiving activities.
• With this:

• Reduce the amount of data relevant for the S/4HANA migration
• Speed up your S/4HANA migration (safe time and costs)
• Ensure the legal compliance of your company
• Contribute with ILM to “Green IT”

• ...

Summary: What you can achieve with ILM
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If you don´t use ILM
• you have no means in the SAP system to destroy archive files (after the end of retention 

period of the data stored therein). (You can’t use transaction ILM_DESTRUCTION.)
• you can´t use an archiving object to destroy data directly from the data base. 

• For example you might wish to destroy some change documents, application logs, IDOCs, 
WORKITEMS already after few weeks or months – others you want to keep for few years (and 
archive if needed).

• you can´t use data destruction objects. These are objects which SAP provides for 
destruction of retention relevant data which has no mass-data-character and with this 
doesn´t need to be archived.

• You can´t block and destroy person related data (customer, vendor, business partner), 
as for example you can´t run the End-Of-Purpose (EOP) Check. The EOP Check ensures 
that only such master data gets blocked, which is not anymore needed for business 
applications (no open business with master data).

• …

Summary: What you can´t do w/o ILM



Further information 
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Further information (1/4)

SAP Education

• www.sap.com/education

• BIT660 – Data Archiving

• BIT665 – Information Lifecycle Management (ILM)

• BIT670 – How to develop Data Archiving and ILM solutions for applications in 

customer name space

• Any mix of above trainings as customer specific training

http://www.sap.com/education
https://training.sap.com/course/bit660-data-archiving-classroom-012-g-en/?
https://training.sap.com/course/bit665-sap-information-lifecycle-management-ilm-classroom-012-g-en/?
https://training.sap.com/course/bit670-sap-ilm-and-data-archiving-customer--specific-developments-classroom-012-g-en/?
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Further information (3/4)

Autorin: Iwona Luther

762 Seiten| 10/2024 | gebunden: 99,90 € [D], 102,70 € [A],  127,90 

CHF  | E-book: 99,90 € | Bundle: 104,90 €

ISBN 978-3-367-10113-9 (SAP PRESS / Rheinwerk Verlag)

www.sap-press.de/5881 

SAP Information Lifecycle Management 

Das umfassende Handbuch

Implementierung und Anwendung von SAP ILM

http://www.sap-press.de/5881
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Further information (4/4)

Written by: Iwona Luther, Nicole Fernandes

609 pages | 8/2020 | E-Book: $89.99 | Print: $99.95 | Bundle: $109.99

ISBN 978-1-4932-1959-9

www.sap-press.com/5072

Manage your sensitive data with SAP ILM

The Comprehensive Guide 

SAP Information Lifecycle Management

http://www.sap-press.com/5072


71Public

Cooperation with another User Groups

Please let jutta.gimpel@miele.com or me 

know shall you be interested in giving an 

on-site or virtual presentation on the ILM 

project in your company during one of the 

next conferences of the DSAG working 

group “ILM and Data Archiving”.

mailto:jutta.gimpel@miele.com


Contact information:

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.

Thank you!

Iwona Luther
iwona.luther@sap.com

iwona.luther@sap.com

mailto:iwona.luther@sap.com
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