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SAP experience

Project Manager SAP at DONG (now @rsted) 1996 -2001
SAP Manager at Tellabs 2001  -2002
Various roles at SAP 2002 -2014

Basic certifications in most SAP ECC modules

2014 EPI -USE Labs Denmark
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Going to RISE - what we will cover

What i s it with SAPOGs DPA?
How to manage PIl outside the productive system
What is it with appliance costs ?
How to keep appliance costs down
What is it with the STAR  measurement program?
How to get an overview over current usage

How to manage cost implications when assigning roles and authorisations

Questions
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SAPs DPA on RISE does not cover non -prod

Is PIl protection and Data Privacy on your agenda?
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SAPs Data Processing Agreement

DATA PROCESSING AGREEMENT FOR CLOUD SERVICES, SAP SUPPORT AND SAP SERVICES ("DPA")

1.
1.1.

1.2.

1.3.

1.4

1.5.

1.6.
1.7.

1.8.

1.9.

1.10.

DEFINITIONS
2. BACKGROUND
2.1. Scope

2.1.1.  This DPA is incorporated into and forms part of the Agreement between SAP and Customer and sets forth the
terms and conditions related to the processing of Personal Data by SAP and its Subprocessors in connection
with delivering SAP Services.

2.1.2. This DPA applies only to Personal Data which is processed by SAP or its Subprocessors on behalf of the
Customer as part of providing SAP Services.

2.1.3. Where SAP or a Subprocessor makes available non-production environments of SAP Services, Customer
shall not store Personal Data in such environments. Non-production environments are not intended for the
processing and storage of Personal Data and are excluded from the scope of this DPA.

"Personal Data" means any information relating to a Data Subject. For the purposes of Cloud Services,
Personal Data is a sub-set of Customer Data (as defined in the Agreement).

"Personal Data Breach" means a confirmed breach of SAP's security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of or unauthorized third-party access to Personal Data
for which a Processor is required under Data Protection Law to provide notice to the Controller.
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Get an overview of

@ CLIENT CENTRAL (Demo)

T

ORA-800

Report type
DSM Readiness

Status
5 Review In Progress

Account
H Anonymous Customer

SAP ABAP System
&= ORA - 800 (Customizing)

Data extracted by

Data extracted
avyear ago

Origin

Uploaded manually

Created by
A Ruco Pretorius

Created
ayear ago

Company name
DSMr Build 72 Full Test (Inc1)

SAP installation number
0090276589

DSM Object Sync version
183
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your PIl data

@

Report summary

g Systemsize

Database size

@ This is a good fit for DSM

Refer to the information behind this tile for a summary of the
most important functional insights.

Database usage

Overall size category
DB specific size category
« Visible

[5) ONotes « Visible

Sensitive data discovery results

&

4,552

7] 11,015

Discovery results /5
SAP tables
GDPR 1,521 4,437
Perspective Priority results Custom tables
40

Unclassified tables

« \isible

[[ Component versions 582 HR Functions

Completereview  Cancel review

359GB
246 GB
Small
Small

[ 0 Notes

4,494

Transparent tables

49

Pooled tables

9

Cluster tables

Q m Account 'nlAdministration °Help 1

Edit Report tiles

(i | Platform information

SAP version 740
SAP system types BW, ERP, GTS
Operating system Linux
Database name ORACLE
Hardware key B1723587490
System Licenses \f(ifd Toztaf
< Visible [Z 0 Notes
Top application areas
PY
PA-PA
FI-LOC
BC-SRV-ADR
Fl
[= 1Notes
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Data privacy workshop and system analysis
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An collaborative workshop followed by anin -depth system analysis

Providing SAP solution expertise, with a background of implementing privacy projects in multiple indug

can help mediate functional, compliancy and testing needs with real examples and impacts to lead to & g
forward.
Data Discovery 1 leveraging our in depth knowledge of the SAP data model and unique IP processe

collate PII Data items
We work with and facilitate the review of non SAP appliances to feed the mapping and transformation b

After the analysis, you will be presented with a detailed report which outlines
Production and non - production privacy requirements S ae's ' . .

Retention process flows

hop and system analysis

y EPI-USE Labs for

SAP object definitions and integrations of data
: o Data privacy works
Cross system integrations and data alignments prepared b

Detailed table and field analysis showing the Personally Identifiable information in you SAP env

and proprietary .
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Data privacy workshop and system analysis ) Data privacy workshop and system analysis —

i i it i 1 1 Empl ntral Person it
4. Functional requirements 5. Technical discovery findings - e et il
Table of tent: mapped to BP in org strueture
==l DU 4.1 Data scrambling 5.1 Data scrambling buess | KRS Je posted
ecc customer can CRMM_BUT_CUSTNO table in CiM

Partner
b and converted to BP GUID

During the workshop the following data types were identified for inclusion in the analysis:
o S 5.1.1 Names
* Telephone Number B P R e "
Soe i 3 Data ltem/table Fleld Scramble Approach 5.2 Production Data Subject reporting

ADRC MC_NAMEL Scramble The following table and fields will need to be included in a Subject Access Request to ensure that all data
s red:

rage points are cons

« Banking Datails
* Tax Numbers ADRC NAMEL Scramble
= 1D Number

ation requirements ..

5.2.1 Employee

ADRC NAME2 Scramble
Within non-production, the method of scrambling this data has been defined
ADRC NAME3 Scramble Table Fleld Field Description
Data Type Scrambling method
ADRC NAMES Scramble Employes's Name (Sortable by
PA00O1 SNAME
o, Random Name (depending on Gender and country of parson to LAST NAME FIRST NAME)
scrambie) ADRC NAME_CO Scramble Formalid Marme of Enesvea
A000L ENAME 5 A,;:,: S
Telephone Numbers Clear all & ADRC NAME_TEXT Scramble
PAO002 mirs Initials
Email Addresses Set all to TESTGCUSTOMER.COM ADRC SORTL Scramble
PA002 NACHN Last Name
Sensitive Dates Clear all data
i PAOOD2 NAME2 Name at Birth
Address To be confirmed 5.1.2 Emails
PA0002 NacH2 Second Name
— Banking Deta Scramble Data ltem/fable Fleld Scramble Approach
M) software suite PA002 VORNA Second Name
Tax numbers Clear all data ADRS SMTP_ADDR Constant
PAO002 cnaME Complate Name
1D Number Clear ADRS SMTP_SRCH Constant
PAO002 TITEL Title
PAO105 USRID_LONG Constant
PAO002 Tme Second Title
5.1.3 Telephone Numbers PA0002 NAMZU Other Title
PAD002 v Name Prefix
Data ftem/table Field Scramble Approach il VORFN miodiie
PA002 voRs2 Second Name Prefix
ADCP FAX_EXTENS Clear
PAO002 RUFNM Nickname
abcp FAX_NUMBER Clear
o s Search term for matchcode
ADCP TEL_EXTENS Clear i search

-
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Customer case: Coop
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SOFTWARE v SERVICES v REQUEST ESTIMATE RESOURCES v ABOUT v

valug

We gained a lot of insight into the data from using the EPI-USE Labs tools and saved a lot
of time.

Hans Henrik Jensen
Service Delivery Manager, Coop Denmark

Enhanced business efficiency for Coop

The use of Data Sync Manager and associated EPI-USE Labs’ services has brought significant benefits to Coop, including customized

data scrambling, improved data privacy and compliance, enhanced business efficiency, new team habits, and more.

By receiving implementation and maintenance support, Coop was able to address variations in standard SAP solutions. EPI-USE Labs

leveraged best practices and previous experiences to ensure a smooth and optimized implementation process.

In addition, the development of specific and customized data coding for Article Price and Price Condition data objects improved privacy

and masking of personal information.
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________ Although standard masking options were available, EPI-USE Labs provided additional value by customizing the data encoeding approach

to Coop's unique requirements, resulting in the development of a Coop-specific algorithm.
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https://www.epiuselabs.com/optimising-coops-sap-landscape-with-data-sync-manager

Finding appliances expensive?
How to reduce your SAP data footprint

R
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The challenge of disk space in the Cloud

Growth over
12 monih’B
period
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Cloud TDM

Automate data provisioning for testing in the Cloud

A Leverage SAP BTP to drive your test data automation, and optimize RISE
consumption

A Create lean, fully functional clients with reduced footprints; copy only the
subsets of information you need from a working system

A Refresh data frequently without interrupting the landscape

Include transactional document flows to preserve integrity

Manage data privacy compliance with scrambled data in non - production
systems
e 3
ﬁl« Available on
R SAP Store

groupelephant.com” \
BEYOND CORPORATE FURPOSE
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https://store.sap.com/dcp/en/product/display-2002002199_live_v1/cloud-tdm
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G m 25 store.sap.com/dcp/en/product/display-2002002199_live_v1/cloud-tdm
All Products / Enterprise Resource Planning
@'j Cloud TDM At a Glance Features Pricing Technical Information Resources
by EPI-USE LIMITED
Enable RISE with SAP users to create QA environments with production-grade data, but
at a fraction of the size and cost. Safely anonymize the test data to ensure compliance
with local data privacy laws. Cloud TDM uses the same EPI-USE Labs test data
management capabilities proven on-premises, but now available in the cloud for RISE
with SAP customers to benefit from. Less
View Pricing
Solution Types Works With
Extensions and Add-ons SAP S/4HANA Cloud Private Edition, SAP S/4HANA Utilities
Confidential and proprietary .

Publisher

¥

Ioud TDM overview >

Pau

Hammersley
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Cloud TDM benefits

Create a fully functional client
and save up to 80% of disk
space.

Get agile and faster refreshes

groupelephant.com
BEYOND CORPORATE PURPOSE
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Cut production support cost with
faster, more accurate testing.

Lower risks and costs associated
with support pack and upgrades.

* % %

Eliminate risk and secure
sensitive data.

Leverage BTP credits
to drive cost savings.
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Existing ECC System
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Customer case: Aker Solutions

@PI-USE

LABS SOFTWARE v SERVICES v REQUEST ESTIMATE RESOURCES v ABOUT v

S
) @

Over 80% storage DSM cost negated by Data scrambling for Works with
reduction savings on disk space privacy compliance RISE with SAP

Aker Solutions optinr P
system landscape fo. ...c

groupelephant.com
BEYOND CORPORATE PURPOSE
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https://www.epiuselabs.com/aker-solutions-optimises-their-landscape-on-rise-with-sap

Shared Security Responsibility Model

¥
v
v
v

N S

Iaa$S Provider
{Managed under SAP SE)

SAP

SAP

Resilient platform architecture (HA and DR)

Iaa$S Provider Subscription and Single Tenanted Landscape
Backup and Restore

Building Secure Virtual Machines, Operating systems,
networking, 5/4HANA Applications

HANA DB Management

Application Basis Support & AMS support
Operational Security and Managing security incidents
24x7 Security Monitoring

Personal Data Breach Motification

SLA and Support Services

Threat Management & Patch Management

Security Audits and Compliance of the platforms

dWsS

N

RISE WITH SAP

S/4HANA Cloud, Private Edition

Shared Security

SRR NN NN Y

AR

||

Customer

WAN (on-premise to IaaS Providers) and Dedicated
Private Connectivity (AWS Direct Connect)

User Identity Management

User Authentication and Authorisation Management
User Roles, User Groups, Access Control

Customer Data Ownership

Compliance to Government Regulations

Security Audit Logging

Integration and Extensions, Custom Applications
Development

Configuration of the Customer Business Processes
Application Change Management

Physical Data Center Security

Resilient Network Connectivity, Regions, Availability Zones
Underlying Physical, Virtual Infrastructure & Hypervisor
Network Availability with built-in basic DDOS protection
Audit, Security and Compliance on laaS




System copy production

Test system compliance and size

Before

Copy/Refresh using EPI-USE DSM.

Needed similar size database, 2TB « Client sync and Object Sync
Cycle zero critical to avoid conflicts with - Selected this year and last year data
production DB memory size is approx. 350GB

No anonymization - Anonymization implemented

L .
2023 © Aker Solutions May 5, 2025 | Slide 12 L AkerSolutions



SAP License Expenditure

e

s S S
R gl 2

R

@PI-USE

Copyright by EPI  -USE Systems Limited Confidential and proprietary .



Control SAP License Expenditure , even under the STAR program

SAPLTL
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<\ STAR Measurement

~/ Program

and proprietary .

Advanced C_PSCvP_DB ACTVT : 02
Advanced CM_CON ACTVT 60

B Advanced I CRM_CONFIG ACTTIT” ] 02
Advanced E_CS_BUNIT ACTVT o1
Advanced E_CS_BUNIT ACTVT 02
Advanced E_CS_BUNIT ACTVT : 06
Advanced E_CS_CACTT 7ACT\/T [ 02
Advanced E_CS_CACTT ACTVT 05
Advanced E_CS_CACTT ACTVT 16
Advanced E_CS_CACTT [ ACTVT 95
Advanced £_CS_CONGR ' ACTVT o1
Advanced E_CS_CONGR ACTVT 02
Advanced E_CS_CONGR ACTVT 0
Advanced E_CS_DIMEN [ ACTVT ‘ 01
Advanced E_CS_DIMEN AETVT 02
Advanced E_CS_DIMEN | ACTVT

16
|

D SAP User ID
Purchase Order Maintenance

Vendor Maintenance

Finance Display

Post Journals

= Advanced

= Core

= Core

= Core
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Beware when assigning SAP authorisations 1 get a tool which shows
license costing impact when assigning SAP authorisations

@ Soterion < SAP Licensing Configuration v Clean Up v Projections v Stay in Control v Reports v @ A @
Q sarch

Identify Get Clean Stay In Control

Project Comparison v

FUE Consumption Relevance @

788

Users Misclassified

FUE Entitlement 860

230
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https://soterion.com/sap-licensing-manager/

Customer case: Orkla

@PI-USE

8 soterion
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o~ Orkla gets clear insights into
Fptant o their SAP user access and roles

i with Soterion


https://www.epiuselabs.com/orkla-success-story

Customer case:

IR
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BEYOND CORPORATE PURPOSE
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Orkla
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Soterion: One solution for multiple issues

Orklawas able to address their GRC challenges by implementing Soterion solutions, as follows:

> Interms of emergency access management, the solution included detailed logging of emergency activities, such as
Transaction/Fiori usage, change logs and table changes. They could also get a workflow and audit trace of the activities for peace
of mind.

» Soterion provided visibility to approvers and helped to create a sense of ownership to local business in terms of user access
requests. To improve efficiency further, the automated solution allowed auto-provisioning of user access, and a daily notification
to the team, including levels of access for additional checking

» Tosolve legacy solutions, the Orkla IT team leveraged Soterion to get insights into which user-to-role mappings existed, what
access the users had, and how the access was used. This enabled tailoring access and consolidating single roles into composite

roles, and mapping business role logic. The next step is to automate the access provisioning process in Soterion for these roles.

&6

The insights we got from Soterion enabled us to really see what access people used, and
not just what they felt they required

Thijs Van Haare

e T T S T
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How we help our clients with their RISE with SAP journey

t
Streamline
migration

Save costs

Optimize costs

Reduce risk Manage effectively

- Selective Data Reduce the size of - Privacy compliance in RISE Bridge Managed Right -size your SAP
Transition (SDT) to non -production Production and Services: licences (FUE)
RISE with SAP system, and non -production Complementary
- Transformation rebuild Development - Access risk solution to bridge the
options for Greenfield management Basis gap in RISE with
and Brownfield SAP
migrations

EPI - USE Labs Assessments

Gain early insights in your data for improved decision -making



QUESTIONS

www.epiuselabs.com | sales@labs.epiuse.com | clientcentral.io
LINKEDIN: EPI -USE Labs | TWITTER: @ EPIUSELabs | FACEBOOK: EPI -USE Labs
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