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customers all over the world for implementation and training. I also work as a training 
class instructor.

Introduction



What is the SAL?

The Security Audit Log (SAL) is used to record security related system information. The SAL is intended 

to capture detailed information that can later be reviewed by team members (or auditors) as needed.



Why use it?

Generally, it is recommended to activate and use the SAL to ensure detailed data is available –

especially if a security incident or risk occurs.

Gain visibility into sensitive (audit log) events that occur in the system.

For example:

- activities of critical system users (SAP*, DDIC)

- failed user login attempts



Reason #1 – SAL Usage is Required!

It is very likely that usage of the Security Audit Log has been required in your organization from an audit 

and/or compliance perspective.

Basic SAL functionality should already be activated in your systems – especially production systems.



Example events from the 
SAL
o Debugging (change mode)
o Generic table access using transactions like SE16, 

SE16N, SM30, SM31, SM34, or SQV
o File downloads



Reason #2 – Critical Information in the SAL

Critical information can and should be logged! The SAL provides unique capabilities in this regard.

Do not assume this information is being captured elsewhere.

If you wait until an incident occurs, it is too late!



SAL Configuration

o Transaction SM19

o Activate filters for specific (or all) users

o Select the events (message IDs) to be logged

o Make sure to discuss or review the retention policy – how long will the log files be available?



SAL Configuration - Example

o Grouping by criticality is provided



SAL Reporting
o Transaction SM20

o Enter selection criteria and click “Reread Audit Log” button to execute report



SAL Reporting - Example
o Default layout shown



Reason #3 – Improve Insight

Take advantage of the SAL data you already have! Gain additional insight and context for user behavior 

or sensitive events in your system(s).

For example:

o High number of failed logins for a specific user ID (or from a specific Terminal)

o Unexpected debugging activities – any debugging access should be granted via emergency access 

process (and/or solution), yet matching date/time cannot be found.



Practical considerations for the SAL

• Are the logs retained online for long term access? Are they archived off after 
90 days?

• Who can access the reporting? Are file downloads used to provide the 
information to other team members?

• Do the logs actually get looked at on a regular basis? Or only if an incident 
occurs?

• Provided reporting is very focused and intended for a limited audience e.g. 
Basis team



o Consider leveraging SAL data in other ways
o Custom spreadsheets
o Custom dashboards
o Other software may be able to consume this 

data

o Goal = expedite timely review of critical 
information and expand SAL relevant use cases



Consumption of SAL data by other software

Software that can consume and display the SAL data can help increase the visibility of the logged 

information and allow additional use cases.

Security Weaver’s Transaction Archive (TA) release 2.8 supports SAL integration!



TA 2.8 SAL Benefits

Long term retention of key SAL data (indefinite)
o Eliminates concern about data retention and archiving
Deeper unified view of user behavior (TA history + changes + SAL)
o No time spent creating a spreadsheet from multiple data sources
SAL events included in Sensitive Actions email alerts for proactive notifications
o Designated team can be notified based on event e.g. file downloads



Example TA Reporting

Please contact Security Weaver for a 
demonstration!



SUMMARY AND Q&A

• The Security Audit Log should be activated and used in your system(s)

• Proactively review the SAL configuration with your team to ensure critical 
events (to your organization) are being logged

• Utilize the SAL data to gain insight and improve context

• Go beyond the basics – use software to build on the SAL foundation
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