
SAP Security & 
Compliance Audits.

Find your vulnerabilities 
before you get hurt.



WELCOME!

Introducing your host today:
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TIM KRÄNZKE
Member of the Executive Board

Fon: +49 40 88173-2735
Email: tim.kraenzke@akquinet.com

Web: sast-solutions.com

AXEL GIESE
Senior Consultant SAP Security

Fon: +49 40 88173-2709
Email: axel.giese@akquinet.com

Web: sast-solutions.com



„From our project experiences we know: 
every system is vulnerable. It is a question of 
how difficult it is and how long it takes. 

We rarely find SAP systems in which the infrastructure is hardened 
in the best possible way and effective authorization management 
is lived out. 
Threats are almost always detected too late.
With the right concept, the probability of a successful attack 
can be significantly reduced.“

Ralf Kempf

CTO SAST SOLUTIONS
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A meaningful audit should consider the following aspects:

 Comprehensiveness  

 Systematics

 Assignment to system landscapes

 Consideration of specific customer situations

Scope of safty tests
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SAST CONSULTING

SAP security and compliance know-how for your digital future :

SAP SECURITY CONSULTING

SAST CONSULTING for SAP ERP and S/4HANA

Penetration Tests

Security & Compliance Audits

SAP Security Guidelines

System Hardening & Optimization

Source Code Analysis & Cleansing
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Authorization Concepts

Pilot Studies

Roles & Authorization Optimization

SAP AUTHORIZATION CONSULTING

S/4HANA Migration

GRC Workshops



4D IT-SECURITY: Comprehensive protection in real-time!

Our process model

- 9 -

Security Level
Validation

System
Hardening

Security
Monitoring

▪ Security assessment / Audit
▪ Penetration test

System hardening on ALL levels 
▪ OS / Network / Databases
▪ Basis system / Authorizations / Configurable controls
▪ Applications and transactions 

Access monitoring on ALL levels
▪ OS / Network / Databases
▪ Basis system / Authorizations / Configurable controls
▪ Applications and transactions 



Passive Testing

Security / Vulnerability Assessment (Quick Check)

 Analysis of the test object for security deficiencies.

 Use of automated tools.

Objective: Identify ALL possible vulnerabilities.

IT Security und Compliance Audit

 Target/actual comparison of the test object: in-/external guidelines (BSI, ISO, SOX, PCI) or "state of the art".

 Analysis of the test object for security deficiencies and deviations from standards.

Objective: Validating processes, documentation and systems against guidelines.

Definition of terms
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!

!

Active Testing

Penetration Test

 Testing of IT components regarding the existence and effectiveness of security measures and active 
exploitation of weak points.

Objective: Analysis of the system and break-in through active use of vulnerabilities.!



Audit focus and Audit Procedure

Benefits

Systemconfig./
Operations

Development/
CustomizingAuthorizations

Business Departments
Through extensive analyses of the critical authorizations and SoD conflicts in various modules and 
processes (HR, FI/CO, P2P, O2C, etc.), misconduct in the authorization management can be found and 
subsequently eliminated in order to meet legal and internal requirements.

Basis / IT Department
The SAST Quick Check examines authorizations in the IT basis environment in more detail and examines 
them for SoD conflicts. In addition to the security-relevant system settings and parameters, various 
developments and customizing settings are also checked regarding their system security.

Control Instances
Analyses by the SAST Quick Check can support different control instances such as internal or external 
audits and lead to cost savings. 
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Use case: Migration SAP ERP / AnyDB -> SAP HANA & S/4HANA
A good time for a safety check.

SAP ERP 
6.0 EhP7

AnyDB
(Oracle, SQL 

Server, DB2)

SAP ERP

AnyDB
(Oracle, SQL 

Server, DB2)

SAP ERP 
6.0 EhP7

SAP HANA
on Linux

SAP 
S/4HANA

SAP HANA
on Linux

EhP System
Copy

S/4HANA
Conversion

Starting State + EhP7 SUITE on HANA S/4HANA 

1. Security Gap: Application Server
▪ Parameter
▪ Auditing
▪ Security Patches
▪ …

2. Security Gap: Operating System
▪ Authentification Settings
▪ Network Settings
▪ Service and File Permissions
▪ Logging and Reporting
▪ …

3. Security Gap: Database
▪ Authentification Parameters
▪ HANA Authorizations
▪ Audit Settings
▪ Security Patches
▪ …

4. Security Gap: S/4HANA Authorizations
▪ Critical Authorizations
▪ SoD Conflicts
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Procedure of Security / Vulnerability Assessments (Quick Check):

Implementation 
SAST SUITE

Configuration

Functional test

Reconciliation 
Test focus

Definition
of check policy

Job scheduling 
for analysis

Configuration 
check

Verification of 
check results

Authorization
check

Summery of 
vulnerabilities

Creation of 
work list

System hardening

Security review

Fixing 
recommendations

Handover of 
result lists

Preparation Execution Result Follow-up
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- Michael Trautwein -

“Thanks to the SAP Security Quick Audit 
conducted by the SAST team, we have identified 
the areas where we need  to take action 
in order to meet the requirements of 
the IT security law.“



Procedure of IT Security and Compliance Audits:

Preparation Execution Result Follow-upData Analysis

Creation  of
work list

System hardening

Security review

Definition of 
testing policy

Job scheduling
for analysis

Configuration
test

Evaluation of 
check results

Authorization
test

Summary of 
vulnerabilities

Creation of
audit report 

Management 
presentation

Execution 
of interviews

- Platform- and
Application security

- Authorizations / SoD
- Processes/Documentation

Judgement of
check results
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Implementation
SAST SUITE

Configuration

Functional test

Reconciliation
test focus

Kick-Off meeting
SAP security 

responsible persons



“With the SAST SUITE, we save around 20 
working days for an audit. 
This hugely relieves the burden on our 
departments and on IT security. 

We therefore have greater security 
and compliance but spend less time 
to achieve it.“ - Matthias Endrich -



Procedure of penetration tests:

Preparation
Execution

e.g. Blackbox test Results Follow-up
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Reconciliation 
objectives

- Confirmation / increase
IT safety

- Identification weaknesses

Preparation of tools

Access test

Classification pentest

- Blackbox test
- Graybox test
- Whitebox test

Creation of
work list

System hardening

Security review

Fixing
recommendations

Handover of 
result list

Reporting

- Test methodology
- Identified weaknesses

Search for information 
about target system

Scan of the target 
system for offered 

services

System and application 
recognition

Exploitation of 
weak spots

Vulnerability test



1) Preparation: Classification of pen testing methods
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 Security / Vulnerability Assessment
 Components of SAST SUITE

 IT Security und Compliance Audit
 Components of SAST SUITE

 Manual test inside SAP

 Review of regulations / concepts

1) Preparation: Methods and tools
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 Penetration test examples
Metasploit: Pen testing framework

Nessus: Vulnerability scanner

Nmap: Network scanner

BurpSuite: Pentest / Vulnerability framework

John the Ripper: Password

SAST SUITE: Penetration test reports



Authorizations

Development/ 
Customizing   

System 
configuration

The audit focus is divided into the following areas:

Critical authorizations  
 Critical profiles and user master data
 Critical authorizations 
 SoD analysis

ABAP development and customizing
 Critical ABAP statements
 Applications without authorization check
 Critical authorizations of developers 
 Various customizing settings 

System configuration and operations 
 Operating system and databases 
 Update Status of SAP systems 
 Various security relevant SAP parameters 

2) Execution: Audit focus and procedure
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Comprehensive check of system settings 
 More than 4.000 checks included in standard delivery 
 Automated validation of security relevant settings and parameters 
 Analyses on all basis platforms  
 Consideration of NetWeaver releases

2) Execution: Advantages of  SAST SUITE for audit use
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Comprehensive authorization check using certified rule sets
 Cross client and cross system authorization check
 Validation of user master data 
 SoD test for users, profiles and roles in real-time
 Predefined rule set for SoD violations and confidential access
 Up-to-date rule framework based on SAP Security Guides, BSI, DSAG Audit Guideline

Comparison of the actual values against the current leading practice values
 Security Report with clear guidelines for the elimination of vulnerabilities



2) Execution: Definition of a testing policy with SAST SUITE

Definition of a customer specific testing SAST policy

Consideration of characteristic system parameters
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3) Results: Management summary and detailed report

System configuration:
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3) Results: List of vulnerabilities security / vulnerability assessment

Critical authorizations and SoD conflicts:
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3) Results: Audit report IT security & compliance audit
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Management Summary - Key figures 

The tests carried out have shown that there is an urgent need for action to secure the underlying 

systems in its current configuration and system characteristics. Compared to the test results from 2015, 

however, it is evident that the security level has improved significantly. This is due to the measures 

taken to improve the security level, which were implemented on all systems in the system landscape.  

The distribution of the vulnerabilities regarding criticality is as follows: 

 

Statistik System AMP (ERP) 

Risk of vulnerabilities Anzahl Erklärung 

Critical 132 Extreme risk, to be principle avoided 

High 180 Highly increased risk, without measures not  
tolerable 

Medium 91 Increased risk, temporarily tolerable 

Statistik System BWP (BI and BO) 

Risk of vulnerabilities Anzahl Erklärung 

Critical 114 Extreme risk, to be principle avoided 

High 139 Highly increased risk, without measures not  
tolerable 

Medium 76 Increased risk, temporarily tolerable 

Statistik System BJP (BI Frontend) 

Risk of vulnerabilities Anzahl Erklärung 

Critical 10 Extreme risk, to be principle avoided 

High 30 Highly increased risk, without measures not  
tolerable 

Medium 5 Increased risk, temporarily tolerable 

Statistik System SSM incl. SAP WebDispatcher and SAP Router 

Risk of vulnerabilities Anzahl Erklärung 

Critical 125 Extreme risk, to be principle avoided 

High 149 Highly increased risk, without measures not  
tolerable 

Medium 76 Increased risk, temporarily tolerable 

 



3) Results: Testing report
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3) Results: Presentation of identified weaknesses
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3) Results: Management summary and detailed report

ABAP Development:

 A total of 280 Z programs with at least one critical ABAP 
statement were identified.

 A total of 1,500 identified Z programs do not have an 
authorization check.

 About 50% of these have not been changed 
for at least 10 years.

 And about 70% of these have not been changed 
for at least 5 years.
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Critical Statement Quantity



Average implementation times in comparison:

0,5 MD
Tool: SAST SUITE

0,5 MD 
Tool: SAST SUITE

0,5 – 1,0 MD
Tools: Various

2,0 MD

2,0 MD

3,0 MD

--

1,0 MD

--

Reconciliation
Software

Configuration

Tool-added 
check

Additional test
Verification
Concepts

Reporting
Presentation 

Results
Recommendation
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Preparation Execution Results Follow-upData analysis

0,5 MD

4,0 MD

1,0 MD

--

0,5 MD

0,5 MD

Sec. Assessment
= 4,0 MD

Audit 
= 8,0 MD

Penetration test
= 5 MD



4) Follow-up support: What happens after the security check?
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Creation of work lists System hardening bases on issue clusters

important and urgent

urgent but not important unimportant and not urgent

important but not urgent



Define in advance, which goal you are pursuing with the building contract.

Think about exactly which accents you want to set within the safety analysis 
(possibly an in-depth interface analysis, code scanning, SoD analysis, etc.).

Only then, choose the security service that best suits your situation.
Let the expert of your confidence support you.

If you are already using SAST SUITE, a subsequent "hardening" can be effectively 
supported by the tool.

A tool like SAST SUITE will also provide optimal support for future re-tests 
and make your tasks considerably easier.

SAP Security & Compliance Audits

Take Home Messages
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✓

✓

✓

✓

✓



DO YOU HAVE ANY QUESTIONS?
WE ANSWER. FOR SURE.
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